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SRIERCitrix NetScalersd 5 5yaCitrix S —

Services (FS) experienced a ransomware attack that resulted in disruption to certain FS
S
B | d ( V E 2 O 2 3 4 9 6 6 , ( VS S ﬁ 6—} =\|/ / \ systems. Immediately upon discovering the incident, ICBC FS disconnected and isolated
e e AA n ; ; impacted systems to contain the incident. ICBC FS has been conducting a thorough
N investigation and is progressing its recovery efforts with the support of its professional team
% 9 4 ) of information security experts. ICBC FS has also reported this incident to law enforcement.
M * We successfully cleared US Treasury trades executed Wednesday (11/08) and Repo financing

trades done on Thursday (11/09).
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etary andlor confidential information

so BV MAHBHEER

— MAEFEBP _HELEE
E‘XOSTA H' This form contai
Cybersecurity Questionnaire v1 {HpEsE

LDevice inventor [z sotvware iveriory |

In relation to Inventory Of .nuu'nr‘lud and unaumuri:ad .
il smes

Devices, which of the followin® ’ - This form contains proprietary and/or confidential information

has your organization impleme
NIST SP 800-171 Questionnaire

[ref:EXD3)
3.1 Access Control eness and Training

l_ Deploy an aulomaied assel imeenta
Build & prefiminary asset inventory o
onganization's public ard privase net
soan throwgh network address mng
hosts bemed on analyzing their rafi
Mainksin an et imeentory of all sy
and e retwark devices themsehe:
addresses, machine nameds]), purpo
owner respansioke for each device, |
with each dewice. The imweniony sho
has an Inkesred prolocol (IP) addoes:
nat limiled fo desktops, laptaps, sen
samtches, finrwalls, eac ), printers, sb
IP telephones, mulli-homed address
Azl imeenbary created must akea in
is & porable andior personal desice
phorses, tablets, pops, ard otber |
shone or process daka must be ident
are attached to the arganization’s m

I_ Degploy dynamic hast configuration |

3.3 Audit and Accountaby., ..

-

Which of the following MIST B00-171 controls are fully
implermented in your organization? Please check all contrals that
have been fully implemented by your comparny. I you would like
1o add comments regarding the controls (i.e. o offer
compensatng controls that meet a control on this page, or o
note which controls do not apply o your company and the
reason why they do not apply) please refer to the last page of
this questionnaire. (ret:3.2)

Guidance

You &fe in the 3.2 Awareness and Training'
seclion of this questonnaire.

For addaional information on the DFEAR
requirements for NIST SP BDD-171 please
reder to the Talkowing:

I_ 3.2.1 Ensure that managers, systems administraioes, and users of

anganizatioral information systers ane made aware of the: security 1. The: Suppiy chalin repregentzive: o the

cOMmpanty with which you gfe working.

AR

and ulilize & systern 1o impnoee the
unknown sysiers through this DHC

I FRFF D

7 F

rishes associated with their activites and of the applicable palicies,
sandards, and prooedures related fo the secarity of organizatioral
infarmation systems.

3.2.2 Ensure that organizational personnel ane adequately rained o
camy out their assigned information seasrity -relabed dusies and
respansioiites.

3.2.3 Provide security swareness training on recognizing and
reparning potential indicators of insider thremt.

rIERZLIH 6

2. The NIST special publcanon NIST SP
BO0-171 Pratecting Contralled Unclassified
Infparnaton in Monfederal iInformation
Sysiems and SMEanans

4. The LIS Department of Delenge

Freguently Asked Quesions reganding
NIST 5P B00-1T1
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Cybersecurity Questionnaire : REZB £ FAMEL 5
( SANS Institute ) CIS Critical Security Controls (CIS CSQC)

1.7 22181 %354 - B2 2 194EZ&HIE -
2. ZE T FE £ FEA R A4S L 2 8E D4k Al (Capability
levels) - 1EOARBISARERI T

Indicates no or minimal cyber risk management program; significant cyber
protections are lacking; additional risk mitigations must be implemented

Indicates a basic level cyber risk management program; some protections in place but
additional risk mitigations must be implemented

Indicates a moderate level cyber risk management program; good protections in
place but additional risk mitigations are required to protect sensitive information
Indicates a solid performing cyber risk management program; strong protections
have been implemented; Advanced threats are understood and taking steps to
address with specific controls; Additional risk mitigations are likely needed to protect
against advanced attacks

Indicates a cyber risk management program that can detect, protect against, and
respond to advanced threats; Specific advanced controls are implemented
Indicates a cyber risk management program that can detect, protect against, and
Level 5 respond to advanced threats; Specific advanced controls are implemented and
optimized on an ongoing basis

AIDC

|

Level O

Level 1

Level 2

Level 3

Level 4
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SZBIREZHMSANS B8mELEGIIEETES! (CSC, Critical
Security Controls)  221EHIRREAH - 1944718

Control Family Control Total Controls

Number
Device Inventory CSC 1 7
Software Inventory CsC2 9
Secure Configurations CsSC 3 10
Assess/Remediation CsSC4 10
Malware Defenses CSC5 11
In-house SW Security CSC6 9
Purchased SW Security CSC 6a 5
Wireless Access CsC7 10
Data Recovery CSC 38 4
Skills/Training CSC9 3
Network Devices CSC 10 6
Network Controls CcsC 11 7
Admin Privileges CSC 12 14
Boundary Defense CSC 13 13
Audit Logs CSC 14 10
Controlled Access CSC 15 4
Account Monitoring CSC 16 17
Data Protection CsC 17 15
Incident Management CSC 18 7
Network Engineering CSC 19 4
Penetration Tests CSC 20 8
Governance CcsC 21 6
Mobile Device CSC 22 3

SANS :System Administration, Networking and Security
AERRF L ERF D %#ﬁ%’%%gw&;%oS
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FAR (Federal Acquisition Regulation)

ZEBARBHNEIEER  SBUIKBESNHEEmNRESEEEZZREMA

SAPEFRAEANHEIFSEKR - EEERASENNZERN - QABELZEiEhksk
Hitnz212% -

. DFARS (Defense Federal Acquisition Regulation Supplement)

H7FAR AR EEMET E=BIB P EfaV RS EE) - DFARS 252.204-7012 2Ef28t
WS IIE 2 E N, Controlled Unclassified Information, CUI BY{REZE KT ZE ok (L fE
BB NIST SP 800-171 &% -

CMMC (Cybersecurity Maturity Model Certification) " AL ZHAE
1HBUEREE

SR MNrtEEEENENRBNEERZ S
SRARLTERNESBRENNAE CMMCEKEZE S EM 72 8BTS HEN R
Re 2R BB T AR E — K B IZIBERE T BEE A BB PG L BB T A B ELERTS -
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5 - EEIFFDoD DFARS/CMMC E % iR EE
4n%§fﬂ-*§93§ "3/-‘ ¥HF# (Federal Contract Information » FCI) » 12 { i&-
# %3 L{;&?"“& (Controlled unclassified information » CUl) -

FCI

Information that is not marked as
public or for public release.

Minimum Cybersecurity Requirements
in a non-federal information system:
Basic Safeguarding Clause:48 CFR §

52.204-21*

Information that is marked or
identified as requiring
protection under the CUI

program.

Minimum Security

Requirements in a non-federal

Information system:
NIST SP 800-171
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AIDC
iDoD DFARS-7012/CMMC 2.0 EZLZ L HEIR %

T

f - 2B

« _FAIERANIST SP 800-171

- REAUA IR IEHE A S Al S A S P = YR R S A (CU)
Z2&E - WEE (BRERERMFBEENZZHAS -

« 14¥EHIIREFAE - 110#EHIIR -

1.AC : Access Control T7EXIZ | 8.MP : Media Protection {HE5&{R:E
2.AT : Awareness And Training 70 #1EAFIIZR  9.PS : Personnel Security ABZZE

3.AU : Audit and Accountabilityf&1ZE20] 8=  10.PE : Physical Protection B 2 {R7&
4.CM : Configuration ManagementZHEE &2 11.RA : Risk Assessment & F&REEAS
5.1A : Identification and Authenticationz8 BUAIE Bl 12.CA : Security Assessment %22 511&

b

6.IR : Incident ResponseZs ¥ fE £ 13.SC : System and Communications
Protection Z#AA1BIRE
7.MA : Maintenance#f & 14.SI : System and Information Integrity

AN E ST M
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h - =EIFADoD DFARS-7012/CMMC 2.0 E& T 515 %E

CMMC Program CMMC Model 2.0 DoD Interim
Kickoff released Rules

All new contracts will include a
CMMC requirement

2019 2020 2021 2022 2023 2024 2025 2026 CMMC

CMMC Model 1.0 DoD R:i;making & 69
released Phased Implementation M
: DFARS 7012(g 2017)/7019/7020 ) DFARS

. 7 BRRDFARS-7012fRECUIEMEEBN S RAIIRK - 2020- Ote
HCMMC 1.01E28 - 722021-11 CMMC 2.0 - #EZRPEIZEE ~ 5
—HRHEEBEEERFE - CMMCHERNZNE LS NEN
(FCEZErIFERE E5(CUI)

2. WEEIBIRFEICMMC 2.0AR{EE&EMER - FB1H2023F 128 KA
ST (ExR2023/9)FR B AR AIGIEZE K - iFE2026 0 F ( 202659
H30H ) g - REMBEMOBILEIRER (54 ) BRMAA
CMMCHIZK -

A BN E SR I ERGF P ERG > T F k3 % 13



I

A . B RAHEEERSEER

AIDC
CMMC 2.0 iﬁﬂﬁﬁa
CMMC Model 2.0

|_Model | Assessment |
110 - SHERNELRHE

LEVEL3 « NIST SP 800-1717110 1823k
EE;BUHE$1$ « NIST SP 800-172 S EnZE>k
-~ = MRA
110 EECUI - 'z-r%%—:gg ]
LEVEL 2 . ng s;sfo 1717110 IBE&sk
- ® 5 f:
I = f7:E CUI = A SRR T i
« EEFCl - REENBSEES
LEVEL1 17 « NIST SP 800ﬁ71 1718F5k
HIE{RE FCI - BEEBTERITG

NIST SP 800 171 r2 : Assessing Security Requirements for Controlled Unclassified
Information :®fs £ 24 B Tt 2 & R

NIST SP 800 172 : Enhanced Security Requirements for Protecting Controlled Unclassified Information = #;
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2016/11/26 2021/3/18
BELM)BEFE2DEZR 2020#E = 5 NIST SP
Fﬁ% o BB (LM) (e 800-171& %
1.HEEHHAEBLEEZEFE EEREEH SIS . O
ALK AL S AR FASPRS HETE
2. =B P #E e Fl 2 8 EREP 2E 4N By )
Fﬁn\”ﬂ #éEH:FFEﬁE
NIST SP 800-171
O i) O
EXOSTAR T oo
NIST SP 800-171 Questionnaire |
BE(LM) 21 ¥/ 2T ¥IDFARS
T RS EFR2RI 701215k A
T & e VRNl =f 32 CMMCE3:%
e w ;zaf w” ¥ JHETTERRE - BE EREEA
AEsELMA SIEZIRN
SAHEREX - 2020/10/30
2019/11/13
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A i» 2~ EZABEBLM/DCMAEZ SHRA S
AIDC e
— - DCMA DFARS 7012 High Assessment§iz& R EE

2023/05/04 2023/9/18 2023/11/03

YNGR =T RS 9/18-22 DCMAE X E—REER

DCMAﬁ&/ﬁgzﬁ TfJfJH}J FIAIDC#H11T DFARS 12 1 POA(Plan

aEE P EFEIEE High Assessment&g of Action)ESZE

CMMCEgRE - HFIEZE REREERERE

SNMERIBPFEER]E - BREER - EZXP - B

EXEEREZEIAETHA PhEZEHER - PF

SfEREFRTREHHE PR 241i1)
DCMA DIBCAC(EIR5 T EE— AN AT B
SEMAER S TP L i e W

. Defense Industrial #POA(Plan ?z.@iﬂl.AA%#E

Base Cybersecurity of Action) upplier
Assessment Center, = ETE] Pgrformance
DIBCAC) #17 Risk System
AssessmentiiiE 2023/10/06 (SPRYS))
2023/08/18 2023/11/13
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A ) DoD Assessment Methodology

Abe NIST 800-171 & NIST800-171A
AC AT AU CM 1A IR MA MP PS PP RA SA SC SI
3.7.1 3.8.1 3.9.1 3.11.1 3.14.1*

3.3.2 3.8.2 3.12.2 3.14.2*

3.1.3 3.2.3 3.3.3 34.3 3.6.3 3.7.3 3.10.3* 3.11.3 3.13.3

3.14 3.34 344 354 3.74 3.84 | 3.10.4* 3.134

3.15 355 3.85 | 3.10.5* 3.14.5*

3.1.6 3.3.6 3.5.6 3.7.6 3.8.6 3.10.6

3.1.7 3.3.7 3.5.7 3.13.7 3.14.7

3.1.8 3.3.8 3.5.8 3.8.8 3.13.8

3.1.9 3.3.9 349 3.5.9 3.8.9 3.13.9

3.1.10 3.13.10

31.11 35.11 -|

v CMMC 2.0 Z5% - 28 NISTSP 800-171 B3R - #3514 8 o
Domain ~ 110 IE#H$ET i

v EEEA%NIST SP 800-171AR932018:7 44 B4ZAO - 3R |
e s ZRE ER B2 X EE 97518 ﬁﬁﬁﬁﬁﬁ’]%ﬁ M_
g E R R T FEIRIRHIIAY

3.1.19 v B9 BA21100 - AFEIENS - &1E-2037

3.1.20*
3.1.21

3.1.22* /CMMC Level 1

AE B F T IERPF ISP F ERS ﬁi‘k'ﬁfif?’?°l8
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%> 3.14 SYSTEM AND INFORMATION INTEGRITY

3.14.1 SECURITY REQUIREMENT
Identify, report, and correct system flaws in a timely manner.

AIDC

ASSESSMENT OBJECTIVE
Determine if:

3.14.1[a] the time within which to identify system flaws is specified.

3.14.1[b] system flaws are identified within the specified time frame.

3.14.1[c] the time within which to report system flaws is specified.

3.14.1[d] system flaws are reported within the specified time frame.

3.14.1[¢e] the time within which to correct system flaws is specified.

3.14.1[f] system flaws are corrected within the specified time frame.

POTENTIAL ASSESSMENT METHODS AND OBJECTS

Examine: [SELECT FROM: System and information integrity policy; procedures addressing flaw
remediation; procedures addressing configuration management; system security plan; list
of flaws and vulnerabilities potentially affecting the system; list of recent security flaw
remediation actions performed on the system (e.g., list of installed patches, service packs,
hot fixes, and other software updates to correct system flaws); test results from the
installation of software and firmware updates to correct system flaws; installation/change
control records for security-relevant software and firmware updates; other relevant
documents or records].

Interview: [SELECT FROM: System or network administrators; personnel with information security
responsibilities; personnel installing, configuring, and maintaining the system; personnel
with responsibility for flaw remediation; personne! with configuration management
responsibility].

Test: [SELECT FROM: Organizational processes for identifying, reporting, and correcting system
flaws; organizational process for installing software and firmware updates; mechanisms
supporting or implementing reporting, and correcting system flaws; mechanisms supporting
or implementing testing software and firmware updates].

FAEBNFHRTIERPFRIPFERT  FETFRE T4 19




@ s L2:SSPEMR R EER
3.14 System and Information Integrity

SI.L1-3.14.1

Identify, report, and correct system flaws in a timely manner.

KRRl ~ BIERAIRE IE S SiahbE -

ﬂ E_I 1’E 5£ Eﬁ EH <] 1mplemented - [ Planned to be Implemented - [_] Not Applicable

1. AT (CUIERZ2ERRERER) REARCUNEBRENEENZE - BH
HCUINFTBEEMEEETRAFERH - BRFEHTRE NRBRERT -
E=RAEREFEEREN "THREFEREESE ) R EMNBINASE
I8 - FRBEAARE - W30KA ST iRIE IS -

2. HARNEASSRUREEMAY - BEBERRETT EEMINR R A REFENE?
ZEIREEMARABUETERBIWHLE -

3. R (ERRELZZHELIFES) WindowsEH - AE#BEBECAHWSUSE
% - FhEERFEHMERZSBNEERERBEEMAMSL - LHEARTRE
MERIEEF - WESNFEBHEMRIEN - E (BlEEZEE LFMR
) RIE

4. RERFEMZZHARER  BMZE A AEREXBEH I EBHENZEE
fels - AT ERNZZEARESRE - BEMLZEZEEFSEt (BIRRFERFE
ROBE) B WASBUFENMER  ETSMZZEMRES - AREETRE
s B BRI AT R ECERE (BINRAIRIERCER) B - URRGAENUEEZRE -
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“AIDC

FEZEGIR N - 2AARNFAGEBRAO/NRRERRAFER - LIEE/TE

PR BHEA FEE H it 2 B HA
5 HEE(AO) available proof

3.14.1[a] M EAIZ 41 | 2FNE|CUIE R B E TSR - TR mn
Jh FHIERF TSR - {TREE A fFE—X

314.1[b] FEAENER] | CUIBENEE  SHRIE—X @ SEHPERAS
i B NS R o 2]

3.14.1[c] M EBEH Z 4 | 2FNE|CUIE R & BTSN - TR Imn
TR RIAIR - TR R ERERN RS EH S

3.14.1[d] 1fEAR B HYHRH ] | EE BB O EHR

i B PN R TR o

3.14.1[e] A ERMIEZRR | 30K 5e R im iR E

R ] B ] AR

3.14.1[f] 1EAR EHYHF | EEBINEFCH R E T e

HE R IE R SURH o

<] Implemented . [_] Planned to be Implemented - [ Not Applicable

A BN EHRTIERGF P ERG > T FRB I 21



1A.L2-3.5.3

Use multifactor authentication for local and network access to privileged

accounts and for network access to non-privileged accounts. ¥4 FETRIEHYAS

H RIS R EN A B BT R FETR S SRR N A S IR T B iy B

ﬁﬁl{’ﬁ 5% Eﬁ HH =4 Implemented - [ ] Planned to be Implemented - [ ] Not Applicable
MRS A S FACyberArk - IFRFERPEREREBMERRN (VDI ) FHCUI

v ZEEHRANISERANVDIYE  REMFAZES S RE
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